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IN THE CLAIMS 

1. (Currently amended) A data processing apparatus 
for initially generating a verifying value for verifying an 
individual contents data to be stored in a memory device, then 
storing said verified value in said memory device in 
correspondence with said contents data, and finally checking to 
probe actual occurrence or absence of the act of tampering with 
said contents data by referring to said verifying value^ 
comprising : — wher e in 

said — verifying — valu e — is — independently — generat e d — and 
Gtored in caid memory device per cat e gory of contents data 

a ciphering unit for generating said verifying value; 

and 

one or more keys for use by said ciphering unit to 
generate said verifying value; 

whereby said processing apparatus is operable to 
generate a verifying value for each category of a plurality of 
categories of contents data stored in said memory device . 

2. (Currently amended) The data processing apparatus 
according to Claim 1, wherein 

said data processing apparatus is operable to compute 
an updated verifying value for one of said categories of 
contents data and compare said updated verifying value to the 
corresponding previously generated verifying value to determine 
whether or not there has been any tampering with the contents 
data corresponding to said category computoc — a — v e rifying — valu e 
bao e d on data of — the — objective contontc data, — then comparcc the 
computed v e rifying value to a previously stored v e rifying valu e , 
and — finally — utiliz e s — tfee — corresponding — cont e nts — data — sol e ly — i-n 
the — cas e — ift — which — both — values — a^e — identifi e d — fee — be — coincident 
with each oth e r in case of utilizing the cont e nts data . 

3. (Currently amended) The data processing apparatus 
according to Claim 1, wherein 
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said plurality of categories respectively correspond 

memory — devic e stor e s such contonto data e£ a variety — ef- 

catcgorics corr e sponding to a plurality of directories; and 

said verifying value is generated to deal with an 
assemblage of contents data individually corresponding to said 
plural ity of directories. 

4. (Currently amended) The data processing apparatus 
according to Claim 1, wherein 

said memory device comprises a flash memory; and 

said verifying values per category are stored in such 

a domain preset as a utilization inhibited block in said flash 

memory. 

5 . (Canceled) 

6. (Currently Amended) The data processing apparatus 
according to Claim 1, wherein 

said categories are preset and each corresponds to a 
node in a hierarchical structure of categories individually 
pres e t — based — en — a — controlling — entity — of — an — enabling — key — block 

which enciphers a contonto key functioning as a contents 

enciph e ring — key — and — then — delivers said — contents key — te — a 

sp e cific device ; — and 

said — categories — individually — pres e t — and — store — ouch 

verifying valu e s b e ing independent from each oth e r pe^ 

controlling e ntity of said enabling key block . 

7 . (Currently Amended) The data processing apparatus 
according to Claim 1, wherein 

said verifying values are individually generated based 
on . message authentication codes which are generated by applying 
the Data Encryption Standard to a partial data message 
constituting a contents related data ouch — as — cont e nts — data — and 
h e ad e r data respectiv e ly to be subject to verification via said 
verifying values. 
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8. (Currently amended) A data processing apparatus 
which generates and stores message authentication codes 
functioning themselves as the data for probing the act of 
tampering with contents data or header data stored in a memory 
device , comprising : 

a ciphering unit for generating a verifying value; and 

one or more keys for use by said ciphering unit to 
generate one or more message authentication codes on which said 
verifying value is based; 

whereby said processing apparatus is operable to 
generate a verifying value for each category of a plurality of 
categories of contents data stored in said memory device 

- — wher e in 

paid — data — processing — apparatus — g e nerat e s — a — plurality 
of m e ssag e — auth e ntication cod e c — in such mutually diff e r e nt — data 
domains — in cont e nts data or h e ad e r data; 

part — ef — said — data — domains — for g e n e rating — said message 
authentication codes therein iG utilized as a common data; — and 

whenev e r r e newing any ef said plural m e ssag e 

auth e ntication — cod e s , said — common — data — ie- — also — r e n e w e d — fee 

furth e r ren e w other mccoagc authentication codes as well . 

9. (Currently amended) A data processing method^ 
comprising the steps of: 

for — initially generating a verifying value for each 
category of a plurality of categories of contents data stored in 
a memory device, each said verifying value to be used for 
verifying an individual contents data fee — be stored in a: said 
memory device, 

th e n storing each said verified valu e verifying values 
in said memory device in correspondence with a respective one of 
said individual contents data, and 

finally checking for the to prob e actual occurrence ear 
absenc e of an fefee act of tampering with said contents data by 
referring to one or more of said verifying values 

-i — wherein 
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oaid — v e rifying — valu e — ie — ind e p e ndently — g e nerated — and 
stor e d in said m e mory device per category of contcntc data . 

10 . (Currently amended) The data processing method 
according to Claim 9, wherein said step of checking comprises 
the steps of computing an updated verifying value for one of 
said categories of contents data and comparing said updated 
verifying value to the corresponding previously generated 
verifying value to determine whether or not there has been any 
tampering with the contents data corresponding to said category 
wherein 

oaid data processing method comput e s a v e rifying valu e 
bas e d on data of — the — obj octiv e — cont e nts — data, — then compares — the 
computed verifying value to a previously stor e d v e rifying value, 
and — finally — utilizes — the — corr e sponding — contents — data — sol e ly — is* 
the — cace — i*i — which — both — values — a^e — identifi e d — fee — be — coincident 
with each other in case of utilizing the contents data . 

11 . (Currently amended) The data processing method 
according to Claim 9, wherein 

said plurality of categories respectively correspond 

memory — device stor e s such — cont e nts data of a — vari e ty — ef- 

cat e gories corresponding to a plurality of directories; and 

said verifying value is generated to deal with an 
assemblage of contents data individually corresponding to said 
plural ity of directories. 

12 . (Currently amended) The data processing method 
according to Claim 9, wherein 

said memory device comprises a flash memory; and 

said verifying values per category are stored in such 

a domain preset as a utilization inhibited block in said flash 

memory. 

13 . (Canceled) 
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14 . (Currently amended) The data processing method 
according to Claim 9, wherein 

said categories are preset and each corresponds to a 
node in a hierarchical structure of categories individually 
pr e s e t — based — en — a — controlling — entity — of — an — enabling — key — block 

which enciph e rs a cont e nts key functioning as a cont e nts 

enciphering — key — and — th e n — delivers said — cont e nts — key — fee — a 

sp e cific devic e ; — and 

said — categories — individually — preset — and — s tor e — such 

verifying values being independent from each oth e r pe^ 

controlling e ntity of said e nabling k e y block . 

15 . (Currently amended) The data processing method 
according to Claim 9, wherein 

said verifying values are individually generated based 
on message authentication codes which are generated by applying 
the Data Encryption Standard to a partial data message 
constituting a contents related data such — as — contents — data — and 
header data — respectiv e ly to be subject to verification via said 
verifying values. 

16 . (Currently amended) The data processing method 
according to Claim 15, wherein said step of generating a 
verifying value includes generating one or more message 
authentication codes on which said verifying value is based 

said contents data and head e r data subj e ct fee 

verification individually contain a plurality ef messag e 

authentication cod e s g e n e rat e d in different data domains; 

part — of — said data — domainc — for generating — Gaid m e ssag e 
auth e ntication cod e s therein is utilized ac a common data; — and 

whenever renewing any ef said plural messag e 

auth e ntication — codec, said — common — data is also — r e n e w e d — fee 

furth e r r e n e w oth e r m e ssag e authentication codes as well . 

17 . (Currently amended) A data processing method 
which generates and stores message authentication codes 
functioning thomsolvoc as tfee data for probing for an fe-he act of 
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tampering with contents data or header data stored in a memory 
de v i c e , comprising the steps of: 

performing ciphering according to one or more keys to 
generate said message authentication codes; and 

using said message authentication codes to generate a 
verifying value for each category of a plurality of categorie s 
of contents data stored in said memory device; and 

using said verifying values for probing for an act of 
tampering with the contents data or header data stored in the 
memory device 

-; — wherein 

oaid — data — procccoing — apparatus — generates — a 

plurality — of — m e ssag e — auth e ntication — cod e c in — such — mutually 

diff e rent data domains in contents data or header data; 

part — of — said — data — domains — £ea= — generating 
said — messag e — auth e ntication — cod e s — th e r e in — is — utiliz e d — as — a 
common data; — and 

whenever renewing any of — said plural — m e ssag e 

authentication — codec , said — common — data ins also — r e new e d — fee 

further ren e w other m e ssage authentication codec as w e ll . 



18 . (Currently amended) A recording medium recorded 
with a computer program executable by a computer for performing 
a data processing method, the method comprising the steps of: 

generating a verifying value for each category of a 
plurality of categories of contents data stored in a memory 
device, each verifying value to be used for verifying an 
individual contents data stored in said memory device, 

storing said verifying values in said memory device in 
correspondence with said contents data, and 

checking to probe actual occurrence or absence of the 
act of tampering with said contents data by referring to one or 
more of said verifying values 

op e rabl e — fee — stor e — verifying — values — £ea= — verifying — cont e nts — data 
in — a — memory — device — in — corr e spond e nce — with — individual — contents 
data and to provide a comput e r syst e m with th e — computer program 
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for probing actual occurrence or aboonco of the act of tampering 
with contents data on a computer system; — wherein 

paid — computer — program — compris e s — a — st e p — e# 
generating — and — storing — s uch — verifying — values — being — independent 
per category of contents data . 

19 . (Currently amended) A data processing apparatus 
comprising : 

a memory device; and 

a device for (a) initially generating a verifying 
value for verifying an individual contents data to be stored in 
the memory device, (b) storing the verif yincf v e rifi e d value in 
the memory device in correspondence with the individual contents 
data, and (c) checking for the te — probe — actual occurrence or 
absence of the an act of tampering with said individual contents 
data by referring to said verifying value; 

wherein said processing apparatus is operable to 
generate a verifying value for each category of a plurality of 
categories of contents data stored in the memory device said 
verifying — value — ie — independent ly — g e nerat e d — and — stor e d — in — s aid 
memory — devic e — in — association — with — a — category — of — fe-he — cont e nts 
data . 

20 . (Previously presented) The data processing 
apparatus of claim 19, wherein the device computes the verifying 
value based on data from the individual contents data and then 
compares the computed verifying value to a previously stored 
verifying value, and finally utilizes the individual contents 
data solely in the case in which both values are identified to 
be coincident with each other. 

21 . (Currently amended) The data processing 
apparatus of claim 19, wherein said plurality of categories 
respectively correspond fefee — m e mory — devic e — stor e s — cont e nts — data 
e£ — a variety — of — categories — corresponding — to a plurality of 
directories; and wherein the verifying value is generated to 
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deal with an assemblage of contents data individually 
corresponding to the plurality of directories. 

22 . (Previously presented) The data processing 
apparatus of claim 19, wherein the memory device comprises a 
flash memory; and the verifying value associated with the 
category is stored in a domain preset as a utilization inhibited 
block in said flash memory. 

23 . (Canceled) 

24 . (Currently amended) The data processing 
apparatus of claim 19, wherein said plurality of categories 
are preset and each corresponds to a node in a hierarchical 
structure of categories of — contcnto — data arc — individually pro Got 
based — en — a — controlling — entity — of — an — enabling — key — block — which 
e nciph e rs — a — cont e nts — key — functioning — as — a — cont e nts — enciphering 
key — and — then — delivers — oaid — contents — key — te — the — device; — and 

wh e r e in — a — plurality — ef verifying — values a^e ind e p e nd e ntly 

gen e rat e d — and — stored — in — the — memory — d e vic e — in — association — with 
each of the plurality of categori e s of contents data . 

25 . (Previously presented) The data processing 
apparatus of claim 19, wherein the verifying value is 
individually generated based on a message authentication code, 
which is generated by applying a Data Encryption Standard to a 
partial data message comprising data to be subject to 
verification via said verifying value. 

26. (Currently amended) A data processing 
apparatus comprising : 

a memory device for storing contents data; and 
a device for (a) generating and storing message 
authentication codes functioning thcmGOlvoo as the data for 
probing for an act of tampering with the stored contents data, 
(b) generating a plurality of message authentication codes from 
different data domains, wherein part of the data domains used 
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for generating said message authentication codes therein 
comprise common data; and (c) renewing the common data whenever 
renewing any of the plural message authentication codes for use 
in renewing other message authentication codesj_ 

whereby said processing apparatus is operable to use 
one or more of said message authentication codes to generate a 
verifying value for each category of a plurality of categories 
of contents data stored in said memory device . 

27 . (Currently amended) A method for use in a 
data processing apparatus, the method comprising the steps of: 

initially generating a verifying value for each 
category of a plurality of categories of contents data stored in 
a memory device, each verifying value to be used for verifying 
an individual contents data — be — stored in a: said memory 
device; 

storing the verifi e d verifying value in the memory 
device in correspondence with the contents data; and 

checking to probe for the actual occurrence or absenc e 
of the an act of tampering with said contents data by referring 
to said verifying valuer 

wherein said verifying valu e is indep e nd e ntly 

gen e rated and otored in caid m e mory d e vic e — in association with a 
category of th e contents data . 

28 . (Previously presented) The method of claim 27, 
further comprising the steps of: 

computing the verifying value based on data from the 
individual contents data; and 

comparing the computed verifying value to a previously 
stored verifying value; 

using the individual contents data solely in the case 
in which both values are identified to be coincident with each 
other. 

29 . (Currently amended) The method of claim 27, 
wherein said plurality of categories respectively correspond fehe 
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m e mory — devic e — performs — tfee — step — ef — ctoring — contento — data — e-f — a 

vari e ty of cat e gori e s corresponding to a plurality of 

directories; and wherein the verifying value is generated to 
deal with an assemblage of contents data individually 
corresponding to the plurality of directories. 

30 . (Previously presented) The method of claim 27, 
wherein the memory device comprises a flash memory; and the 
verifying value associated with the category is stored in a 
domain preset as a utilization inhibited block in said flash 
memory. 

31 . (Canceled) 

32 . (Currently Amended) The method of claim 27, 
wherein et said plurality of categories are preset and each 
corresponds to a node in a hierarchical structure of categories 
ef — contento — data — a^e — individually preset — based on a — controlling 
entity of — an — e nabling k e y block which — enciph e rs — a — cont e nts — key 
functioning as a cont e nts e nciphering key and then delivers said 
cont e nts — key — fee — the — data — processing — apparatus ; — and — wher e in — a 
plurality — of — verifying — valu es — a^e — independ e ntly — generat e d — a*id 
stor e d — in — fehe — memory — d e vic e — in — association — with — e ach — ef — the 
plurality of categories of contents data . 

33 . (Previously presented) The method of claim 27, 
wherein the verifying value is individually generated based on a 
message authentication code, which is generated by applying a 
Data Encryption Standard to a partial data message comprising 
data to be subject to verification via said verifying value. 

34 . (Previously presented) The method of claim 27 
further comprising the steps of : 

generating a plurality of message authentication codes 
from different data domains, wherein part of the data domains 
used for generating said message authentication codes therein 
comprise common data; and 
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renewing the common data whenever renewing any of the 
plural message authentication codes for use in renewing other 
message authentication codes. 

35 . (Currently amended) A method for use in a 

data processing apparatus, the method comprising the steps of: 

generating a plurality of message authentication codes 
from different data domains, wherein part of the data domains 
used for generating said message authentication codes therein 
comprise common data ; and 

renewing the common data whenever renewing any of the 
plural message authentication codes for use in renewing other 
message authentication codes ; and 



using one or more of said message authentication codes 



to qenerate a verifying value for each category 


of a 


plurality 


of categories of contents data stored in a 


memory 


of said 


processing apparatus ; 






wherein said verifying values are used 


in an 


operation 


that provides an indication of whether or not 


there 


has been 



tampering with said contents data . 

36 . (Currently amended) A computer- readable 

medium for storing computer-executable software code, the code 
comprising: 

code for initially generating a verifying value for 
each category of a plurality of categories of contents data 
stored in a memory device, each verifying value to be used for 
verifying an individual contents data to be stored in a said 
memory device; 

code for storing the v e rifi e d verifying value in the 
memory device in correspondence with the contents data; and 

code for checking to probe for the actual occurrence 
or abocncG of tfee an act of tampering with said contents data by 
referring to said verifying valuer 

who rein Gaid verifying valu e ie ind e pend e nt ly 

generated and ctored in caid memory devic e — in association with a 
cat e gory of the contents data . 
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